
Need to make Career Choices?

Considering a cybersecurity career?

• The following slides are intended to provide helpful information 
that can be used in determining if a career in cybersecurity is for 
you and the many options available to specialize. Many do not 
realize the breadth of this career field.

Source: https://niccs.cisa.gov/



Cybersecurity Training Paths

https://www.cybersecuritydegrees.com/faq/prepare-career-cyber-security/



Information System 
fundamentals 
(components, 

memory, storage, 
peripherals, etc.)

Networking:
Network+, 

CCNA

Cybersecurity 
Fundamentals: Security+, 
Certified in Cybersecurity

Specialize/Deep-dive: 
CEH, OSCP, SOC, CCNP, 

Forensics, 
Policy/Compliance

2 Yrs

5 Yrs

CISSP, CISM (5 years 
experience is minimum 

requirement but not normally 
sufficient for successful 

leadership role)

Certification 
without 

experience and 
skill is only wall 

decoration

Hands-on experience: use virtual machines, capture the flag venues, 
configure OS networking, configure switches, routers, firewalls, 

perform nmap scanning (attack surface enumeration), learn ports, 
protocols, and services, create network diagrams, analyze network 

traffic with tcpdump/wireshark

Hands-on experience: get familiar with cybersecurity policy 
and security controls (DOD, NIST, CIS, etc.), best security 

practices, SRG, STIGs, vulnerability scanning and scan results 
analysis, remediating vulnerabilities



How to get “Certified” for Cybersecurity

Self-Study College Courses

Bootcamps, Seminars, Workshops

Pass the Exam!



https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-181r1.pdf

What is your interest area?

• The NICE Framework is a good 
example of how many specialty 
areas and options are available 
in the cybersecurity field

• Most cybersecurity work roles 
have both technical or non-
technical aspects



NICE Framework Breakdown
Task Examples: 

• Troubleshoot system hardware and software
• Conduct interactive training exercises

Knowledge Examples:

• Knowledge of cyberspace threats and 
vulnerabilities

• Knowledge of vulnerability information 
dissemination sources

Skill Examples: 

• Skill in recognizing the alerts of an Intrusion 
Detection System 

• Skill in generating a hypothesis as to how a 
threat actor circumvented the Intrusion 
Detection System

.



https://pauljerimy.com/security-certification-roadmap/

Many professional certifications



SANS Institute

https://www.sans.org/



https://www.comptia.org/



https://www.isaca.org/



https://www.eccouncil.org/



https://www.offsec.com/



Hands-On  Cybersecurity Training Resources

https://tryhackme.com/
https://www.hackthebox.com/
https://pentesterlab.com/
https://portswigger.net/
https://labs.hackxpert.com/
https://www.vulnhub.com/
https://letsdefend.io/
https://www.vulnmachines.com/
https://www.hacker101.com/
https://picoctf.org/
https://hackmyvm.eu/
https://try2hack.me/
https://www.rangeforce.com/
https://twitter.com/vhackinglabs?lang=en
https://twitter.com/bugbountyhunt3r?lang=en
https://twitter.com/cyberseclabsuk?lang=en
https://www.certifiedsecure.com/frontpage
https://ctftime.org/
https://247ctf.com/
https://www.cybrary.it/

Capture the Flag (CTF) in cybersecurity is an exercise in which 
"flags" are hidden in intentionally-vulnerable programs, virtual 
machines, or websites. CTFs can be either competitive or 
educational. Participants find flags either from other participants 
(attack/defense-style CTFs) or from the organizers (jeopardy-
style challenges). Several variations exist. CTFs can include hiding 
flags in hardware devices, they can be both online or in-person, 
and can be advanced or entry-level. The game is based on the 
traditional outdoor sport of the same name.

https://tryhackme.com/
https://www.hackthebox.com/
https://pentesterlab.com/
https://portswigger.net/
https://labs.hackxpert.com/
https://www.vulnhub.com/
https://letsdefend.io/
https://www.vulnmachines.com/
https://www.hacker101.com/
https://picoctf.org/
https://hackmyvm.eu/
https://try2hack.me/
https://www.rangeforce.com/
https://twitter.com/vhackinglabs?lang=en
https://twitter.com/bugbountyhunt3r?lang=en
https://twitter.com/cyberseclabsuk?lang=en
https://www.certifiedsecure.com/frontpage
https://ctftime.org/
https://247ctf.com/
https://www.cybrary.it/


What are you waiting for?
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